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Product Description

Firewall And Network Protection

This book offers a comprehensive exploration of modern network security, establishing a
robust foundation for protecting digital assets in today’s threat landscape. It begins by
grounding readers in the essential security principles—Confidentiality, Integrity, and
Availability (CIA Triad)—and outlines the current spectrum of complex threats, including

ransomware and zero-day attacks, preparing readers to understand the adversary.

The content moves seamlessly from foundational theory to practical implementation. It
dedicates significant coverage to the mathematics of cryptography, analyzing both
symmetric ciphers like AES and asymmetric systems like RSA and Diffie-Hellman,
alongside practical case studies in cryptographic solutions. Crucially, the text provides an
in-depth look at implementing layered defense controls, including Intrusion Detection
Systems (IDS) and the core role of Firewalls as network access controls. It details various
firewall types (Packet Filtering, Stateful Inspection, and Proxy) and best practices for rule
management and network segmentation. Furthermore, the book addresses securing

emerging technologies such as Cloud, IoT, and Web Applications.

This resource is an invaluable guide for students in Computer Science and Cybersecurity,
as well as IT and security professionals who need to design, implement, and maintain

resilient security architectures in an evolving digital world.

Salient Features

e Foundational Security Principles: Clearly covers the core security model, the CIA
Triad (Confidentiality, Integrity, Availability), and expands on essential concepts like
Accountability and Non-repudiation.

e Symmetric/Asymmetric Crypto: Provides detailed instruction on modern

cryptographic algorithms, contrasting the performance of AES with the security
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offered by RSA for practical data protection.

Firewall Deep Dive: Explores the characteristics and necessity of effective
firewalls, detailing different types—Packet Filtering, Stateful Inspection, and
Proxy—for robust perimeter defense.

Practical Network Defense: Focuses on implementing layered security controls,
covering the deployment and management of Intrusion Detection Systems
(NIDS/HIDS) and VPNs for secure remote access.

Malware and Attack Taxonomy: Categorizes and explains major network threats
like DDoS, Phishing, IP Spoofing, and sophisticated malware (Ransomware),
providing context for effective defense strategies.

Emerging Tech Security: Addresses the unique security challenges in
contemporary environments, dedicating chapters to securing Cloud infrastructure,
loT devices, and Web Applications (WAF, HSTS).

Cryptographic Case Studies: Includes analysis of both successful and failed
cryptographic solutions, offering essential lessons learned and promoting the use of

modern, strong cryptographic protocols.
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e : Cryptography and Secure Communication

e : Securing the Internet and Emerging Technologies
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¢ : Intrusion Detection and Firewalls
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Product Description

“Fundamentals of Electrical & Electronics Engineering” is a compulsory paper for the first
year Diploma course in Engineering & Technology Syllabus of this book is strictly aligned
as per model curriculum of AICTE, and academic content is amalgamated with the
concept of outcome based education. Books covers six topics- Overview of Electronics
Components and Signals. Overview of Analog Circuits. Overview of Digital Electronics,
Electric and magnetic Circuits, A.C. Circuits and Transformer and Machines. Each topic is
written is easy and lucid manner. A set of exercises at the end of each units to test the

student’s comprehension is provided.
Some salient features of the book:

1. Content of the book aligned with the mapping of Course Outcomes, Programs

Outcomes and Unit Outcomes.

2. The practical applications of the topics are discussed along with micro projects and

activities for generating further curiosity as well as improving problem solving capacity.
3. Book provides lots of vital facts, concepts, principles and other interesting information.

4. QR Codes of video resources and websites to enhance use of ICT for relevant

supportive knowledge have been provided.
5. Student and teacher centric course materials included in book in balanced manner.

6. Figures, tables, equations and comparative charts are inserted to improve clarity of the

topics.

7. Objective questions and subjective questions are given for practices of students at the
end of each unit. Solved and unsolved problems including numerical examples are solved

with systematic steps.
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Product Description
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Product Description

This book in intended to serve as an interview book for the students professionals who
intend to attend interview calls on Java platform. Students/Professionals who are getting
ready for campus interview or a programmer in search for a better opportunity at any
level, this is the one-step-reference for preparing for IT interview. This main aim of this
book is to giving various interview related topics like C, C++ core java Adv. Java, J2EE and

XML. This book is and excellent preparation kit to crack the IT Interview.
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Basic Java

String Handling

Exception Handling

Multithreading

Garbage Collector

lostream

Abstract Windows Toolkit ( AWT )
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Java Swing

e Java Applet

¢ Collection Framework

e Java Database Connectivity ( JDBC)
e Java Networking

e Remote Method Invocation (RMI)

e Unified Modelling Language ( UML)

e J2EE & XML
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Product Description

Quantum Computing Mechanics(Foundations, Principles and Applications) Unlock the
Quantum Frontier Quantum Computing Mechanics: Foundations, Principles and
Applications is a comprehensive journey into the heart of one of the 21st century’s most
transformative scientific revolutions. Bridging the disciplines of quantum mechanics and
computational theory, this book presents a lucid and in-depth exploration of quantum
computing—from its theoretical foundations to its real-world applications. Whether you
are a curious student, a passionate researcher, or an industry professional, this

volume offers:

A rigorous yet accessible introduction to the principles of guantum mechanics and

how they power next-generation computation.

e Core topics like qubits, quantum gates, superposition, entanglement, and
interference, laid out clearly with diagrams, examples, and circuit design.

e Step-by-step walkthroughs of groundbreaking quantum algorithms including
Grover’s, Shor’s, and the Quantum Fourier Transform.

e Essential coverage of error correction, fault tolerance, and the global push toward
guantum supremacy.

e Extensive practice sections with short questions, multiple-choice quizzes, solved
numerical problems, and innovative project ideas—making it ideal for self-study or

academic use.

From the roots of classical logic to the surreal domain of entangled qubits, Quantum
Computing Mechanics brings clarity to complexity. It does not merely teach you what

quantum computing is—it shows you why it matters.
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Prof. A. B. Bhattacharya did his MSc and PhD degree from the University of Calcutta in
Physics and Post-doc from the Massachusetts Institute of Technology (MIT), Cambridge,
USA. He worked in close collaboration with the leading laboratories like Lincoln
Laboratory; Milestone Hill Observatory; Earth, Atmospheric and Planetary Sciences
division of MIT and many other well recognized laboratories in India and abroad. He
served as Professor & Head of the Department of Physics, University of Kalyani; Dean of
Research and Head of the ECE Department, Techno India University; Pro Vice Chancellor
of JIS University and Director of Brainware University. He has published 32 text books for
Science and Engineering students, two popular books for general readers and over 400

research articles in reputed International Journals. Under his supervision 24 scholars
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received their doctoral degree. He is a fellow of the Institute of Electronics and
Telecommunication Engineers and member of many scientific organizations. India
International Friendship Society awarded him the prestigious "Shiksha Ratna Award" and
Certificate of Excellence for meritorious services, outstanding performance and significant
contribution to education. The International Institute of Success Awareness honOred him
with their globally recognized "Glory of India Gold Medal" for his outstanding contribution
to the national stature of India. A few words from the certificate issued by Prof. Williams
of MIT may be quoted "Our collaborative effort was directed at the wavelength
dependence of radar echoes observations with the Millstone Hill UHF radar in Westford.
He made use of the Charles River Data System computer in the Weather Radar
Laboratory for these calculations. His results help to make a convincing case that the
volume reflectivity associated with lighting is a diminishing function of radar wavelength,

contrary to contemporary thinking". Dr.
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Product Description

In the rapidly evolving digital landscape, where cyber threats are increasing in complexity
and frequency, Ethical Hacking stands as an indispensable guide for mastering proactive
cybersecurity defense. This book is meticulously designed to introduce readers to the
fundamental concepts and practical methodologies of Ethical Hacking and Penetration
Testing. It is structured to align with a dedicated cybersecurity curriculum, making it an
ideal resource for students in Computer Science and related fields, as well as

cybersecurity enthusiasts and IT professionals aiming to enhance their skills.

The core theme of the text is to transform the reader into an authorized "White Hat"
hacker, equipping them with the technical expertise and ethical mindset required to
fortify digital infrastructures. It achieves this by delving into crucial, real-world topics such
as the phases of ethical hacking, detailed penetration testing methodologies, information
gathering, enumeration, vulnerability scanning, and network sniffing. Beyond theoretical
knowledge, the book emphasizes hands-on experience, featuring practical exercises and

case studies that allow readers to apply knowledge in live cybersecurity scenarios.

By exploring various tools and techniques, readers learn to think like security analysts,
adopt a proactive approach to cyber threats, and serve as the critical first line of defense
in protecting systems and data integrity. This comprehensive guide provides the strong
foundation necessary for anyone aspiring to a career as an ethical hacker, penetration

tester, or cybersecurity analyst.
Salient Features:

* Structured Pen Testing: Covers the end-to-end methodology, including planning,
reconnaissance, discovery, active intrusion, and final analysis for comprehensive security

audits.
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» Essential Tool Mastery: Provides practical guidance on using critical industry tools such
as Nmap, Nessus Vulnerability Scanner, Wireshark, and Acunetix for hands-on

experience.

* Assessment and Mitigation: Details the process of vulnerability assessment and risk
assessment, including scoping, scanning, reporting (using CVSS scores), and prioritizing

crucial fixes.

* Intelligence and Reconnaissance: Explores both active and passive information
gathering (Footprinting) to collect data without direct interaction, forming the blueprint of

a target network infrastructure.

* Network Defense Deep Dive: Dedicated coverage of network attacks, including ARP
Spoofing, Denial of Service (DoS), DNS/DHCP Spoofing, and how to defend against these

crucial vectors.

* Ethical Hacking Mindset: Clearly distinguishes White Hat from Black Hat activities,

emphasizing the legal and ethical standards required for authorized penetration testing.

* Practical Case Studies: Includes case studies and practical exercises throughout the
units to reinforce learning and ensure readers can apply their technical knowledge in real-

life scenarios.
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Product Description

U.P.S.C. Engineering services examination, I.A.S. exams, Graduate aptitude test in
engineering (GATE) conducted by I.I.T's for admission to M. Tech. courses, Objective tests
for public undertaking and other organizations, M. Tech entrance exams, Interview and
for quick review of the subject. An attempt has made by the author to present
explanatory notes and answers to all the questions as correctly as possible for the
question papers from 1992 to 2000 Topic wise and from 2001 to 2014 Year wise. This

shall help aspiring candidates better to prepare for the ensuing IES examinations.
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e Heat and Mass Transfer
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¢ Fluid Mechanics

e Fluid Machinery
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e Theory of Machines

e Vibration Analysis
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e Engineering Materials

e Metal Forming

e Metal Casting

e Fabrications Process
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e Tool Engineering

e Metrology and Inspection
e Work Study

e Inventory Control
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e Operations Research

Author

Sadhu Singh

Dr. Sadhu Singh is a retired professor of Mechanical Engineering of Govind Ballabh Pant
university of Agriculture & Technology, Pantnagar. He graduated in Mechanical
Engineering with Hons, from Punjab University, Chandigarh, M.Sc. (Mechanical Design &
Production Engineering) and Ph.D. from Kurukshetra University, Kurukshetra. His teaching
experience spans 15 years at Regional Engineering College (now NIT), Kurukshetra and
19 years at Pantnagar University. He has been Professor & Head, Mechanical Engineering
Departmentand Dean, Faculty of Engineering & Technology at Pantnagar. He has been

Director (Colleges). Punjab Technical University, Jalandhar.
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Product Description

“Applied Physics-11” is a basic science course in the first year of the Diploma program in
Engineering & Technology. Contents of this book are stringently aligned as per model
curriculum of AICTE and incorporated with the concepts of outcomes-based

education(OBE).

Book covers seven topics- Wave motion, Optics, Electrostatics, Current electricity,
Electromagnetism, semiconductor physics and Modern physics. Each topic and its
subtopics are written from the perspective of a student’s learning and in accord with the
NEP 2020 guidelines. Every unit comprises a set of activities and exercise at the end to

assist the student’s learning.
Some salient features of the book:

1. Unit Outcomes of each unit are mapped with Course Outcomes and Programs

Outcomes.

2. Book Provides relevant interesting facts, QR Code for E-resources and use of ICT and

suggested micro projects activities in each unit.

3. Content presented in book in chronological way.

4. Figures, tables and equations are given to improve clarity of the topics.
5. Solved examples are given with systematic steps.

6. MCQ'’s, short and long answer questions and unsolved problems of understanding and
above levels (Bloom’s Taxonomy) are given for learning reinforcement of students and as

per OBE.
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Hussain Jeevakhan-789391505578(DIP126EN) “Applied Physics-II” is a basic science

course in the first year of the Diploma program in Engineering & Technology. Contents of
this book are stringently aligned as per model curriculum of AICTE and incorporated with

the concepts of outcomes-based education(OBE). Book covers seven topics- Wave
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motion, Optics, Electrostatics, Current electricity, Electromagnetism, semiconductor
physics and Modern physics. Each topic and its subtopics are written from the perspective
of a student’s learning and in accord with the NEP 2020 guidelines. Every unit comprises
a set of activities and exercise at the end to assist the student’s learning. Some salient
features of the book: | Unit Outcomes of each unit are mapped with Course Outcomes and
Programs Outcomes. | Book Provides relevant interesting facts, QR Code for E-resources
and use of ICT and suggested micro projects activities in each unit. | Content presented in
book in chronological way. | Figures, tables and equations are given to improve clarity of
the topics. | Solved examples are given with systematic steps. | MCQ'’s, short and long
answer questions and unsolved problems of understanding and above levels (Bloom’s

Taxonomy) are given for learning reinforcement of students and as per OBE.
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Product Description

There are 14 different project are given in the CD. All project are graded in different
manner including different C++ functions and graphic commands. Those who have basic
understanding about C++ can make easy use of this project book. While for graphics, you
have to execute the program file from your graphics driver file (i.e., ¢:\TC or C\TURBO or
and C++ installation directory). This will-organized and comprehensive project book

offers a variety of C++ coding for high-end programmers, beginners and developers.
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Author
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Reeta Sahoo is an author of various books including, C++, VB, Java. Since last 10 years,
she has lots of experience in different computer project works. She has written number of
schoolbooks including C++, Visual Basic, Java, etc. This book helps lots to the beginner's

who want to develpo programming skill in C++ language.
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Product Description

Open Source Software

Open-Source Software (0OSS) has fundamentally transformed the modern technological
landscape, becoming the backbone of computing by driving innovation, collaboration, and

democratizing access to powerful tools.

Open Source Software is a comprehensive guide designed to equip both seasoned
developers and newcomers with the theoretical and practical knowledge needed to thrive
in the open-source ecosystem. The book starts with an in-depth exploration of the legal
landscape, clarifying complex topics such as copyright, patents, and licensing (including

GPL, MIT, and Apache) to ensure legal compliance in open-source projects.

The technical journey delves into the foundational tools, including the indispensable
GNU/Linux operating system and its core utilities, compilers, and linkers. It masters open-
source programming techniques such as version control (Git), code reviews, and effective
development toolchains. Ultimately, this text empowers you to contribute to and leverage
0SS systems, transforming you from a user into a vital participant in the global open

collaboration movement.

Salient Features:

e Legal and Licensing Mastery: Comprehensive coverage of Intellectual Property
(IP) Rights and the core concepts of Free Software (the four freedoms). Detailed
analysis of copyleft licenses (GPL, AGPL) versus permissive licenses (MIT, Apache,
BSD).

e GNU/Linux System Essentials: Installation and configuration of GNU/Linux
distributions, including mastering basic shell commands for file/directory

management.

Khanna Publishing House

4C/4344, Ansari Road, Daryaganj, New Delhi-110002
Email: contact@khannabooks.com | Tel: 011-2324 44 47 - 48 | Mobile: +91-99109 09320




KHANNABOOKS.CO

e Server Configuration: Practical instruction on setting up and managing open-
source Email (Postfix), Web (Apache), File (NFS), and Proxy Services.

e Programming and Debugging Tools: Deep understanding of GNU LIBC Libraries,
Compilers, and Linkers, along with powerful tools for Memory Debugging/Profiling
(Mpatrol and Valgrind).

e Scripting and Automation: Hands-on introduction to Bash, SED, and AWK
scripting for system automation and data manipulation.

e GUI Application Development: Introduction to cross-platform GUI Programming
using open-source frameworks like Qt and GTK+, including techniques for
Localization.

e FOSS Philosophy and Trends: Examination of the FOSS philosophy and trends,

including its global and Indian adoption and potential.
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