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Product Description

In an age where our lives are increasingly woven into the digital fabric-from online
banking and social media to e-governance and digital payment-the threat of cyber fraud,
data breaches, and identity theft often shadows the promise of convenience. India, with
its vast and vibrant digital ecosystem, stands at the cups of a cybersecurity revolution.
Yet, for millions of households, the jargon-field world of firewalls, phishing, and two-factor

authentication remains daunting and opaque.

Mission Cyber Bharat was born out of a simple conviction: cybersecurity should not be the
exclusive domain of specialists. Every citizen, regardless of age or technical background,
deserves to understand the risks and arm themselves with practical defenses. Drawing on
real-world stories- from schoolchildren targeted by “WhatsApp scholarship” scams to
elderly citizens falling prey to phone-based fraud rings-this book demystifies core

concepts through relatable narratives and step-by step advice.

Over the following chapters, you will journey through the anatomy of common scams,
learn how to spot and thwart them, and gain the confidence to navigate the digital world
safely. Whether you're a student, homemaker, small-business owner, or retiree, you’ll
find clear guidance, simple checklists, and easy-to-remember “Cyber mantras” to protect
yourself and your loved ones. Together, let’s embark on this mission to make every

household in Bharat a stronghold of cyber resilience.

Khanna Publishing House

4C/4344, Ansari Road, Daryaganj, New Delhi-110002
Email: contact@khannabooks.com | Tel: 011-2324 44 47 - 48 | Mobile: +91-99109 09320




KHANNABOOKS.CO

Table Of Contents

e Forward

e Preface

e About the Author

e Disclaimer

e Understanding Cyber World and Cyber Security
e Understanding Cyber Threats and Scams

e Cyber Scams-Safeguard Yourself

e Protecting Your Digital Life

e Cyber safety for Children and Teens

e Staying Safin, the Digital Age

Appendix- Terms, Terminologies and Additional Resources

Answer

Author

Harsh Bothra
Harsh Bothra is an offensive Cyber Security expert who has been working in this domain
for about a decade. He started in this domain during high school and graduated with a
computer science and engineering degree. He published the first version of his book,
‘Hacking: Be a Hacker with Ethics,” in 2016 and his second book in 2019. He holds an
engineering degree in Computer Science and Engineering from Amity University
Rajasthan. He has worked with different organizations in various roles, such as security
consultants, senior security engineers, product security engineers, and triage analysts.
Harsh specializes in penetration testing and offensive security in domains such as web

applications, APIs, Mobile applications, infrastructure, Clod, and Container security. He is
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deeply interested in writing and has constantly contributed to the security community
through various blogs and articles. He is also a seasoned speaker and has given multiple
talks at various reputed security conferences. He also ran various learning activities and

challenges like Learn365, Security Explained and Security Stories.
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Product Description

Learning of a software is both easy and difficult. It depends upon what level you planning
to learn. If you are learning only for the working use, then it is very easy. But, when you
try to go deep into it, then you realize how difficult it is to master it. SQL is such a vast
subject that it will take a lot of time to understand it fully. This book has been written in
mind to make you aware of the options available in the software and how they can be
used. It is like telling the child about the steps and stairs. You are the one who is to climb

the stair. This book will just guide you how to use the stairs.
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Author

Ramesh Bangia
Ramesh Bangia, has been writing computer books on various topics. He has written books
for Schools. Training Institutes, Technical Universities, Distance Education Programs,
Colleges and General. His tally of books exceeds 500 in number. Trained both in India and
Abroad and having studied at IIT Delhi, he becomes automatic choice for most of the
publishers in India. Though based in Delhi, his books are popular all over India and are

even exported to Middle Ease and African countries.
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Product Description

This course material is a result of the dedication and encouragement of many individuals.

Our sincere and heartfelt appreciation goes to all of them.

We are deeply indebted to Dr. B. S. Sonde, Ex.Vice Chancellor Goa University, who

initially motivated and guided us for this work.

We also take this opportunity to thank our colleagues and students for their helpful

suggestions during the course of this project.

The Teaching materials covers 14 chapters, 11 for Embedded systems part and 3 for
Digital Signal Processing. Every slide gives points for teaching the contents accompanied

by foot notes.

Embedded systems is a state of art subject having a number of Industrial applications.
Starting form the basics of microcontrollers to real time operation and interfaces are the
important topics covered. Digital signal processing is a subject, which deals with
processing of signals. DSP processors can perform special signal processing functions in a

fast and efficient manner.

It is essential to study the architecture of these processors and some basics of Signal

processing.

We are sure that this material will definitely be useful as a teaching material for the

teachers and new engineers in this field.
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Author

D. N. Sonawane
Prof. D. N. Sonawane is presently working as Asst. Professor at the Department of
Instrumentation and Control of College of Engineering, Pune. He has complete his master
degree from University of Pune. He is currently pursuing his Ph.D. in Electronics

Engineering from University of Pune. He teaches Microcontroller Techniques and its
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applications at Undergraduate level and System on-Chip at Postgraduate level. He has
guided 16 post graduate students for their dissertation. Prof. Madhuri Joshi, Ph.D. is
presently working as Professor at Electronics and Telecommunication Department of
College of Engineering, Pune. She has 31 years of teaching experience at U.G. and P.G.
level. Her research specialization and teaching experience is in the field of Digital Signal
Processor and its Applications and Image Processing. She is the author of the book Digital
Image Processing, and algorithmic approach, published by Prentice Hall. She has over 68
papers published at the National and International level. She has guided 30 Post graduate

and 7 students for their Ph.D. work.

M. A. Joshi

Prof. D. N. Sonawane is presently working as Asst. Professor at the Department of
Instrumentation and Control of College of Engineering, Pune. He has complete his master
degree from University of Pune. He is currently pursuing his Ph.D. in Electronics
Engineering from University of Pune. He teaches Microcontroller Techniques and its
applications at Undergraduate level and System on-Chip at Postgraduate level. He has
guided 16 post graduate students for their dissertation. Prof. Madhuri Joshi, Ph.D. is
presently working as Professor at Electronics and Telecommunication Department of
College of Engineering, Pune. She has 31 years of teaching experience at U.G. and P.G.
level. Her research specialization and teaching experience is in the field of Digital Signal
Processor and its Applications and Image Processing. She is the author of the book Digital
Image Processing, and algorithmic approach, published by Prentice Hall. She has over 68
papers published at the National and International level. She has guided 30 Post graduate

and 7 students for their Ph.D. work.
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Product Description

Cyber Security Essentials For Engineers

In today's interconnected world, security is not an add-on; it is an essential engineering
discipline. Cybersecurity Essentials for Engineers is the practical, hands-on guide built
specifically for engineers, developers, and IT professionals who need to do more than

define security—they need to build it.

This book provides a robust foundation, starting with the core security principles:
Confidentiality, Integrity, and Availability (CIA Triad), supplemented by critical
mechanisms like Authentication and Non-repudiation. It then dives into the technical
details of securing communications, exploring the evolution of protocols like SSL/TLS,

WPA2, S/MIME, and PGP.

Moving beyond theory, the text focuses on real-world implementation, teaching you to
analyze cipher suite negotiations, identify potential attack vectors, and navigate the
crucial trade-offs between security and system performance. Packed with practical
insights, ethical hacking exercises, and case studies, this resource ensures you are

equipped to design, implement, and maintain truly resilient digital systems.

Salient Features:

e Engineering-Centric Foundation: Master the CIA Triad (Confidentiality, Integrity,
Availability) and the importance of robust Authentication and Non-repudiation
mechanisms.

o Protocol Mastery: Detailed examination of secure communication protocols,
tracing their evolution from early standards (SHTTP, WEP, SET) to modern essentials
(SSL/TLS, WPA, WPA2).

e Secure Email and Trust Models: In-depth coverage of S/MIME, PEM, and PGP,

contrasting the PKI and Web of Trust models and addressing key management
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challenges.

Practical Attack Analysis: Learn through packet analysis and ethical hacking
exercises to understand implementation details and uncover real-world
vulnerabilities.

Performance vs. Security: Explore the critical trade-offs between high security,
performance, and usability in system design.

Dispelling Myths: Directly addresses and corrects common security
misconceptions, such as "encryption alone guarantees security" or "hiding the SSID
is enough.”

Best Practices: Emphasizes the need for strong passwords/passphrases and the

continuous imperative to stay current with emerging threats and protocol updates.
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Product Description

This text book of “Applied Chemistry” is development as per AICTE model curriculum
,2018, for compulsory course on Applied Chemistry of first years Diploma Program in
Engineering and Technology. Atomic Structure, Chemical Bonding & Solution, Water,
Engineering Materials, Chemistry of fuels & Lubricants and Electrochemistry are the five

units of this book, comprising of both practical and theory.
Some salient features of the book:

1. Course Outcomes and Unit Outcomes are written specifically and are mapped with

program Outcomes.

2. Utmost care have been taken to amalgamate the philosophy of outcome based

education.

3. The structure of the textbook is comprehensive, where in practical exercises are

integral part of each unit.

4. The text is presented in a very simple way with illustrations, examples, tables, flow

chart, self -assessment questions and their solutions.

5. Micro projects, points/issue for the creative inquisitiveness & curiosity, know more,
video links, case study and summary points are integral part of each unit to facilitate the
students to develop the attitude of scientific inquiry, investigate the cause and effect
relationship, systematic, scientific & logical thinking , ability to observe, analyse and

interpret.

6. To meet the requirement of outcome based education (OBE) and outcome based
assessment (OBA), criterion referenced testing (CRT) have been used as an integral part

of assessment in each practical.
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7. Sample QR codes have been provided in each units on some topics/sub topics for

supplementary reading and reinforcing the learning.
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Product Description

The complete Learning Series has been designed in a very systematic and logical
manner. Each topic has been developed from the basic concepts. Practically every major
point in the text is illustrated with suitable examples and screen shots. This will help the
students in understanding the basic theory and train them in solving every problem
systematically, and confidently. A large number of unsolved as well as solved exercises
have also been included in the book. The language of the text of the book is lucid, direct
and easy-to understand. Each chapter is laced with various diagrams wherever possible.
Functions has been explained in full and some of them have been explained in the form

of examples. Tips for working faster using the keyboard shortcuts are also provided.
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Ramesh Bangia, has been writing computer books on various topics. He has written books
for Schools. Training Institutes, Technical Universities, Distance Education Programs,
Colleges and General. His tally of books exceeds 500 in number. Trained both in India and
Abroad and having studied at IIT Delhi, he becomes automatic choice for most of the
publishers in India. Though based in Delhi, his books are popular all over India and are

even exported to Middle Ease and African countries.
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Product Description

This book has been written keeping in mind syllabi of all Indian universities and optimized
the contents of the book accordingly. These students are the book's primary audience.
Cryptographic concepts are explained using diagrams to illustrate component
relationships and data flows. At every step aim is to examine the relationship between
the security measures and the vulnerabilities they address. This will guide readers in
safely applying cryptographic techniques. This book is also intended for people who know
very little about cryptography but need to make technical decisions about cryptographic
security. many people face this situation when they need to transmit business data safely
over the Internet. This often includes people responsible for the data, like business
analysts and managers. as well as those who must install and maintain the protections,
like information systems administrators and managers. This book requires no prior
knowledge of cryptography or related mathematics. Descriptions of low-level crypto
mechanisms focus on presenting the concepts instead of the details. This book is
intended as a reference book for professional cryptographers, presenting the techniques
and algorithms of greatest interest of the current practitioner, along with the supporting
motivation and background material. It also provides a comprehensive source from which
to learn cryptography, serving both students and instructors. In addition, the rigorous
treatment, breadth, and extensive bibliographic material should make it an important
reference for research professionals. While composing this book my intention was not to
introduce a collection of new techniques and protocols, but rather to selectively present

techniques from those currently available in the public domain.
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Author

V.K. Jain

Dr. V.K. Jain is a well known practical engineer who has authored more than 125 books on
engineering, management and subjects related with computer science. He obtained
degree in Electrical Engineering in 1966 from MACT (Maulana Azad College of
Technology) Bhopal. He did M. Tech. in 1968 from MACT and HEL (Now Bharat Heavy
Electricals) Bhopal in Design and Production of Heavy Electrical Equipments, an Industry
Oriented course run under the sponsorship of UNESCO under Vikram University Ujjain in
1968. He was attached to Electronics Application Engineering Department of BHEL. He
presented a thesis on ""Analysis of the performance of speed and excitation regulation

System using fast acting integrator type AVR for a large Hydro-generator (15 MW). This
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was concerned with studying power system from the viewpoint of electronic control
systems (based on Nyquist Criteria) through Analog and Digital Computer at one of the
premier Institution of India IIT (Indian Institutue of Technology) Kanpur. He personally
prepared digital computer program in FORTRAN IV as early as in year 1968 at IIT Kanpur
and compiled it on IBM 7044 Main Frame Computer, The fastest Computer in India at that
time. He joined CPWD as Electrical Engineer on 20.5.1968 on basis of All India
Competitive Examination for Central Electrical Engineering Services (Now known as IES)
through Union Public Service Commission of India and served CPWD for 35 years. After
retirement he worked with M/s CP Kukreja as consultat engineer for nearly one and half
years and at present working as Chief Consultant Engineer with M/s Hospitech
Management Consultant Pvt. Limited WTC New Delhi and engaged in designing most
modern E/M, Electronic services and IBMS in premier Medical colleges and Big Hospital

systems including AIIMS at Raipur and Patna.
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Product Description

This textbook is designed as per the model curriculum of AICTE for the first year students

of all branches of undergraduate programme in Engineering & Technology (BE/B.Tech).

The subject of programming for problem Solving aims at developing problem solving skills
among the students and the skills to create programs in C language for their

implementation.

This book emphasizes to empower the students to grasp the skills required for problem
solving and to develop deep understanding of the constructs of C language. These
aspects of the subject are well illustrated through enormous solved programming

problems.

Salient Features:

1. Simple and lucid language that enables students to grasp the subject.
2. Demonstrates the elegant programming style.

3. 165+ ready to run programs for reference and to illustrate the program development

process.

4. 135+ Short answer type questions to provide an opportunity for self-assessment of the

fundamental concepts learned by answering them precisely.

5. 165+ multiple choice questions to provide an opportunity to synthesize the

fundamental concepts.

6. 90+ Programming problems to provide an opportunity to harness programming skills.
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talking initiatives to Sensitize the citizens of this great country about their fundamental
responsibilities towards society and seeking their contributions to make the society a
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Product Description

Mobile and Wireless Communication

This text book on Mobile and Wireless Communication provides foundation of the subject
to the reader. It familiarizes readers to evolution of wireless communication, system
design, system capacity, knowledge of wireless propagation, diversity issues, spread
spectrum, CDMA, OFDM and LTE in context of mobile wireless systems the main concept
of this book is aligned with the model curriculum of AICTE followed by concept of

outcome-based education as per National education Policy (NEP)2020.

Salient features:

e Content of the book aligned with the mapping course outcomes, programs and Units
Outcomes.

e In the beginning of each unit learning outcomes are listed to make the student
understand what is expected out of him/her after completing that unit.

e Book provides lots of recent information, interesting facts, QR code for E-resources,
QR code for use of ICT, projects, group discussion etc.

e Student and teacher centric subject materials included in book with balanced and
chronological manner.

e Figures, tables, and software screen shots are inserted to improve clarity of the
topics.

e Apart from essential information a ‘know more’ section is also provided in each unit
to extend the learning beyond syllabus.

e Short questions, objective questions and long answer exercises are given for
practice of students after every chapter.

e Solved and unsolved problems including step wise solved numerical are included in

the book.

Khanna Publishing House

4C/4344, Ansari Road, Daryaganj, New Delhi-110002
Email: contact@khannabooks.com | Tel: 011-2324 44 47 - 48 | Mobile: +91-99109 09320




KHANNABOOKS.CO

Table Of Contents

e Foreword

e Acknowledgement

e Preface

e Outcome Based Education

e Course Outcomes

¢ Guidelines for Teachers

e Guidelines for Students

e Abbreviations and Symbols

e List of Figures

e List of Tables

e Cellular System: Overview and Fundamentals of design concepts
e Mobile wireless propagation

e Diversity, Capacity and MIMO Systems
e Overview of CDMA, OFDM and LTE

¢ CO and PO Attainment Table

Index

Author

Maulin Joshi

Dr. Maulin Joshi Professor, Sarvajanik University Dr.

Urvashi P. Shukla

Dr. Urvashi P. Shukla Assistant Professor, Banasthali Vidyapith

Khanna Publishing House

4C/4344, Ansari Road, Daryaganj, New Delhi-110002
Email: contact@khannabooks.com | Tel: 011-2324 44 47 - 48 | Mobile: +91-99109 09320




