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Product Description

Cyber Security Essentials For Engineers

In today's interconnected world, security is not an add-on; it is an essential engineering
discipline. Cybersecurity Essentials for Engineers is the practical, hands-on guide built
specifically for engineers, developers, and IT professionals who need to do more than
define security—they need to build it.

This book provides a robust foundation, starting with the core security principles:
Confidentiality, Integrity, and Availability (CIA Triad), supplemented by critical
mechanisms like Authentication and Non-repudiation. It then dives into the technical
details of securing communications, exploring the evolution of protocols like SSL/TLS,
WPA2, S/MIME, and PGP.

Moving beyond theory, the text focuses on real-world implementation, teaching you to
analyze cipher suite negotiations, identify potential attack vectors, and navigate the
crucial trade-offs between security and system performance. Packed with practical
insights, ethical hacking exercises, and case studies, this resource ensures you are
equipped to design, implement, and maintain truly resilient digital systems.

Salient Features:

Engineering-Centric Foundation: Master the CIA Triad (Confidentiality, Integrity,
Availability) and the importance of robust Authentication and Non-repudiation
mechanisms.
Protocol Mastery: Detailed examination of secure communication protocols,
tracing their evolution from early standards (SHTTP, WEP, SET) to modern essentials
(SSL/TLS, WPA, WPA2).
Secure Email and Trust Models: In-depth coverage of S/MIME, PEM, and PGP,
contrasting the PKI and Web of Trust models and addressing key management
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challenges.
Practical Attack Analysis: Learn through packet analysis and ethical hacking
exercises to understand implementation details and uncover real-world
vulnerabilities.
Performance vs. Security: Explore the critical trade-offs between high security,
performance, and usability in system design.
Dispelling Myths: Directly addresses and corrects common security
misconceptions, such as "encryption alone guarantees security" or "hiding the SSID
is enough."
Best Practices: Emphasizes the need for strong passwords/passphrases and the
continuous imperative to stay current with emerging threats and protocol updates.
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Product Description

This text book of “Applied Chemistry”  is development as per AICTE model curriculum
,2018, for compulsory course on Applied Chemistry of first years Diploma Program  in
Engineering and Technology. Atomic Structure, Chemical Bonding & Solution, Water,
Engineering Materials, Chemistry of fuels & Lubricants and Electrochemistry are the five
units of this book, comprising of both practical and theory.

Some salient features of the book:

1. Course  Outcomes and Unit Outcomes are written specifically and are mapped with
program Outcomes.

2. Utmost care have been taken to amalgamate the philosophy of outcome based
education.

3. The structure of the textbook is comprehensive, where in practical exercises are
integral part of each unit.

4. The text is presented in a very simple way with illustrations, examples, tables, flow
chart, self -assessment questions and their solutions.

5. Micro projects, points/issue for the creative inquisitiveness & curiosity, know more,
video links, case study and summary points are integral part of each unit to facilitate the
students to develop the attitude of scientific inquiry, investigate the cause and effect
relationship, systematic, scientific & logical thinking , ability to observe, analyse and
interpret.

6. To meet the requirement of outcome based education (OBE) and outcome based
assessment (OBA), criterion referenced testing (CRT) have been used as an integral part
of assessment in each practical.
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7. Sample QR codes have been provided in each units on some topics/sub topics for
supplementary reading and reinforcing the learning.
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Product Description

The complete Learning Series has been designed in a very systematic and logical
manner. Each topic has been developed from the basic concepts. Practically every major
point in the text is illustrated with suitable examples and screen shots. This will help the
students in understanding the basic theory and train them in solving every problem
systematically, and confidently. A large number of unsolved as well as solved exercises
have also been included in the book. The language of the text of the book is lucid, direct
and easy-to understand. Each chapter is laced with various diagrams wherever possible.
Functions has been explained in full and some of them have been explained in the form
of examples. Tips for working faster using the keyboard shortcuts are also provided.
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publishers in India. Though based in Delhi, his books are popular all over India and are
even exported to Middle Ease and African countries.
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Product Description

This book has been written keeping in mind syllabi of all Indian universities and optimized
the contents of the book accordingly. These students are the book's primary audience.
Cryptographic concepts are explained using diagrams to illustrate component
relationships and data flows. At every step aim is to examine the relationship between
the security measures and the vulnerabilities they address. This will guide readers in
safely applying cryptographic techniques. This book is also intended for people who know
very little about cryptography but need to make technical decisions about cryptographic
security. many people face this situation when they need to transmit business data safely
over the Internet. This often includes people responsible for the data, like business
analysts and managers. as well as those who must install and maintain the protections,
like information systems administrators and managers. This book requires no prior
knowledge of cryptography or related mathematics. Descriptions of low-level crypto
mechanisms focus on presenting the concepts instead of the details. This book is
intended as a reference book for professional cryptographers, presenting the techniques
and algorithms of greatest interest of the current practitioner, along with the supporting
motivation and background material. It also provides a comprehensive source from which
to learn cryptography, serving both students and instructors. In addition, the rigorous
treatment, breadth, and extensive bibliographic material should make it an important
reference for research professionals. While composing this book my intention was not to
introduce a collection of new techniques and protocols, but rather to selectively present
techniques from those currently available in the public domain.

K  H  A  N  N  A  B  O  O  K  S  .  C  O  M

Khanna Publishing House
4C/4344, Ansari Road, Daryaganj, New Delhi-110002

Email: contact@khannabooks.com | Tel: 011-2324 44 47 - 48 | Mobile: +91-99109 09320



Table Of Contents

Introduction to Cryptography and Network Security

Basic Concepts in Data Encryption

Model Block Cipher

Groups, Ring and Field

Public Key Cryptosystem and RSA

Authentication

Digital Signatures

Authentication Application

IP Security

Web Security

System Security

Index

Author

V.K. Jain

Dr. V.K. Jain is a well known practical engineer who has authored more than 125 books on
engineering, management and subjects related with computer science. He obtained
degree in Electrical Engineering in 1966 from MACT (Maulana Azad College of
Technology) Bhopal. He did M. Tech. in 1968 from MACT and HEL (Now Bharat Heavy
Electricals) Bhopal in Design and Production of Heavy Electrical Equipments, an Industry
Oriented course run under the sponsorship of UNESCO under Vikram University Ujjain in
1968. He was attached to Electronics Application Engineering Department of BHEL. He
presented a thesis on ""Analysis of the performance of speed and excitation regulation
System using fast acting integrator type AVR for a large Hydro-generator (15 MW). This
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was concerned with studying power system from the viewpoint of electronic control
systems (based on Nyquist Criteria) through Analog and Digital Computer at one of the
premier Institution of India IIT (Indian Institutue of Technology) Kanpur. He personally
prepared digital computer program in FORTRAN IV as early as in year 1968 at IIT Kanpur
and compiled it on IBM 7044 Main Frame Computer, The fastest Computer in India at that
time. He joined CPWD as Electrical Engineer on 20.5.1968 on basis of All India
Competitive Examination for Central Electrical Engineering Services (Now known as IES)
through Union Public Service Commission of India and served CPWD for 35 years. After
retirement he worked with M/s CP Kukreja as consultat engineer for nearly one and half
years and at present working as Chief Consultant Engineer with M/s Hospitech
Management Consultant Pvt. Limited WTC New Delhi and engaged in designing most
modern E/M, Electronic services and IBMS in premier Medical colleges and Big Hospital
systems including AIIMS at Raipur and Patna.
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Product Description

Basics of Electrical Machines: Theory and Practicals
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Product Description

This textbook is designed as per the model curriculum of AICTE for the first year students
of all branches of undergraduate programme in Engineering & Technology (BE/B.Tech).

The subject of programming for problem Solving aims at developing problem solving skills
among the students and the skills to create programs in C language for their
implementation.

This book emphasizes to empower the students to grasp the skills required for problem
solving and to develop deep understanding of the constructs of C language. These
aspects of the subject are well illustrated through enormous solved programming
problems.

Salient Features:

1. Simple and lucid language that enables students to grasp the subject.

2. Demonstrates the elegant programming style.

3. 165+ ready to run programs for reference and to illustrate the program development
process.

4. 135+ Short answer type questions to provide an opportunity for self-assessment of the
fundamental concepts learned by answering them precisely.

5. 165+ multiple choice questions to provide an opportunity to synthesize the
fundamental concepts.

6. 90+ Programming problems to provide an opportunity to harness programming skills.
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Author
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Prof. R.S. Salaria is a superior teacher, a prolific author and a great motivator. He is an
alumnus of IIT, Delhi. He is a Certified Software Quality professional by Ministry of
Information Technology, Govt. of India: Sun Certified Programmer as well as Sun Certified
Trainer by SUN Microsystems. He is a life member of computer society of India, Mumbai:
Institution of Electronics and Telecommunication Engineers, New Delhi: Indian Society for
Technical Education, New Delhi: Punjab Academy of Sciences, Patiala. Presently, he is
talking initiatives to Sensitize the citizens of this great country about their fundamental
responsibilities towards society and seeking their contributions to make the society a
wonderful place for happy and peaceful living. </p
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Product Description

Mobile and Wireless Communication

This text book on Mobile and Wireless Communication provides foundation of the subject
to the reader. It familiarizes readers to evolution of wireless communication, system
design, system capacity, knowledge of wireless propagation, diversity issues, spread
spectrum, CDMA, OFDM and LTE in context of mobile wireless systems the main concept
of this book is aligned with the model curriculum of AICTE followed by concept of
outcome-based education as per National education Policy (NEP)2020.

Salient features:

Content of the book aligned with the mapping course outcomes, programs and Units
Outcomes.
In the beginning of each unit learning outcomes are listed to make the student
understand what is expected out of him/her after completing that unit.
Book provides lots of recent information, interesting facts, QR code for E-resources,
QR code for use of ICT, projects, group discussion etc.
Student and teacher centric subject materials included in book with balanced and
chronological manner.
Figures, tables, and software screen shots are inserted to improve clarity of the
topics.
Apart from essential information a ‘know more’ section is also provided in each unit
to extend the learning beyond syllabus.
Short questions, objective questions and long answer exercises are given for
practice of students after every chapter.
Solved and unsolved problems including step wise solved numerical are included in
the book.
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Product Description

How Did the Universe Come To existence?

The debate between creationism and scientific theories of the origin of the universe has
been an ongoing and contentious one. On one side, we have the belief in a divine Creator
who is responsible for the creation of the world in six days, as described in the Bible. On
the other side, we have scientific theories such as the Big Bang, which posits that the
universe began with a massive explosion around 13.8 billion years ago.

For those who adhere to the belief in a creator, the concept of a six-day creation holds
immense significance. This belief is rooted in faith and is a fundamental tenet of many
religious traditions. The idea that a higher power carefully constructed the universe, day
by day, is a source of comfort and meaning for many people. Some may argue that the
Big Bang theory is nothing more than science fiction or science madness, dismissing it as
a fanciful and unsubstantiated idea.

Chapter covered in This Book:

 1. The Universe.

 2. Something Came Out of Nothing.

 3. The Mystery of Gravity.

 4. The Evolution of the Big-Bang.

 5. The Hypothesis of Multiverse.

 6. The hypothesis of Multiverse.

 7. The Mystery of Our Unique Earth.
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Dr. Sabrie Soloman, Ph.D., Sc.D., MBA, PE - He is the Chairman & CEO of American
SensoR x, In, USA; Founder of Advanced Manufacturing Post Graduate Studies at
Columbia University, USA; Professor of Advanced Technology at Columbia, where he
lectures on Sensors & Control Systems in Manufacturing, Affordable Automation,
Computer Integrated Manufacturing (CIM), Flexible Manufacturing System (FMS), Design
for Manufacturability, Introduction to Electromechanical Engineering, Modern Welding
Technology, and 3D Printing/Bioprinting Technology. Dr. Soloman authored numbers of
technical books published and translated worldwide: Sensors Handbook (2nd edition),
Sensors and Control Systems in Manufacturing (2nd edition), Affordable Automation,
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Introduction to Electromechanical Engineering, Modern Welding Technology, to name a
few. Dr. Soloman holds numerous Patents, Technical Awards, and several US Product
Registrations. He is a Fellow of the Society of Manufacturing Engineers. USA. The Royal
Society of Manufacturing Engineers (England), and L'Ores Des Ingenieurs Du Quebec
(Canada), He received several awards from the American Society of Mechanical Engineers
(ASME), the Society of Manufacturing Engineers (SME), and the American Management
Association (AMA). Dr. Soloman is considered an international authority on advanced
manufacturing technology, robotics, biomedical engineering, pharmaceuticals, and
automation in the microelectronic, automotive, beef, pork, poultry industries. He has
been and continues to be instrumental in developing and implementing several industrial
and modernization programs through the United Nation to European, Asian, and African
countries. He is the first to introduce and implement unmanned flexible
synchronous/asynchronous manufacturing systems the microelectronic and meat
industries, and the first to incorporate advanced vision technology in a wide array of
robot/micro-robot manipulators. Dr. Soloman was selected to deliver the US Presidential
closing address, "Innovative Remote Sensors Technologies," at the Universal Design
Conference, New York, USA
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Product Description

'BLOCKCHAIN TECHNOLOGY’ heralds a new social potential and is a disruptive innovation.
Discovered as a basis for the cryptocurrency record keeping system, Blockchains are now
used as reliable data storage systems universally.

Blockchain is a amper-proof, distributed, and decentralized system that can validate and
record digital transactions. It is transparent, safe and protects the data integrity.

This fantastic technology is used in multiple fields like energy, education, healthcare,
finance, voting, land records, intellectual property rights and lot more.

This book is about the Fundamentals of Blockchain technology, written by Dr. Kartik
Hegadekatti, a senior Civil Servant in Government of India. He has worked extensively on
Blockchains and is an authority on it. He has published more than 30 papers
internationally and written various books on Blockchains and fintech.
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Anshul Kaushik is a consultant with over 15 years experience on network security
domain. He has worked on various domains in information technology industry
throughout his career. An alumni of BITS Pilani he is actively involved in new innovations
and research programs. Currently he is working on the power sector's Smart platform. He
is also a certified instructor from Indira Gandhi National Open University and teaches
computer security weekends for the university.
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Product Description

Electric Power Transmission and Distribution

Electric power transmission and distribution is a comprehensive textbook designed
specifically for three-year electrical engineering diploma students studying in AICTE
approved polytechnics. The book aims to thorough understanding of the principles and
concepts involved in the transmission and distribution of electric power.

Salient features:

Content of the book aligned with the mapping course outcomes, programs and Units
Outcomes.
In the beginning of each unit learning outcomes are listed to make the student
understand what is expected out of him/her after completing that unit.
Book provides lots of recent information, interesting facts, QR code for E-resources,
QR code for use of ICT, projects, group discussion etc.
Student and teacher centric subject materials included in book with balanced and
chronological manner.
Figures, tables, and software screen shots are inserted to improve clarity of the
topics.
Apart from essential information a ‘know more’ section is also provided in each unit
to extend the learning beyond syllabus.
Short questions, objective questions and long answer exercises are given for
practice of students after every chapter.
Solved and unsolved problems including numerical examples are solved with
systematic steps.
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