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Internet - Gives you and insight of the internet how it was invented its various uses, World

Wide Web ( WWW ) and the way of using various browses.

Email - Gives you a complete knowledge of various aspects of sending and receiving e-
mail. It also tells you how to create your won e-mail account and ways to attach the

various files.

HTML- is a programming language which helps you in creating web pages. Various
aspects of the language have been discussed in the book. Most of the tags of HTML have

been support with examples.

FrontPage - is software from Microsoft Office which helps you in creating Web sites. It has

already made templates which help in creating Web pages with ease.
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Product Description

We are exponentially adapting the digital era and moving our business, daily lifestyle and
activities towards the world of internet. Digital Assets are continuously increasing, and

thus, there is a massive requirement of securing digital assets and protecting information.

Especially the young generation is getting much involved in social media and are quickly
get into online frauds and scams, which sometimes leads to sever crimes and suicide.
According to the survey, a considerable amount of youth is a common heard cases are
image morphing, sharing private video, spreading adult content and blackmailing over
such things. There are many companions stated about protecting sensitive data to aware

of the general public.

Digital assets, Privacy, Information & Data, is also a concern of national security. The war
is of data these days, and we are hearing a massive data breaches, especially from the
year 2018. The most famous companies like facebook. UIDAI got the victim of the
massive data breach. Between all this, along with the general awareness of the security
practices and protection strategies in the general public, we require to prepare them wit
better practices to learn cyber security & defence mechanism which would help them to

protect against thefts, frauds and aware other in turn

Cyber Security is the art of Digital Self Defence, the more you practice, the safer you

become.

This book aims towards providing the best practices and methodology in the simplified
approached, which would help both the technical and non-technical reader to learn and
apply effectively. All the methods used are for the defence purpose and didn't intend to

spread unethical activities.

Through this book, you would be able to learn about the modern Penetration Testing

Framework, latest tools and techniques, discovering vulnerabilities, patching
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vulnerabilities, responsible disclosures and protection assets over the network. this book
tells about the uses and real-life applications of various techniques in depth, and this acts

as a handbook for your concrete step in information security.

Khanna Publishing House

4C/4344, Ansari Road, Daryaganj, New Delhi-110002
Email: contact@khannabooks.com | Tel: 011-2324 44 47 - 48 | Mobile: +91-99109 09320




KHANNABOOKS.CO

Table Of Contents

Disclaimer

e Preface

e Acknowledgements

e About the Author

e Part-1 Building the Base

e Introduction 3

e Working with Git & GitHub

e Operating System Concepts

e Networking Concepts

e Virtualization & Working with Linux Virtual Machine (VM) 40
e Part-2 Information Gathering & Open Source Intelligence 49
e Formal Introduction to Information Gathering

e Information Gathering Tools & Methodologies

e Open Source Information Gathering

e Part-3 Advance Techniques, Scanning & Enumeration

e Advanced Information Gathering

e Network Service Scanning & Advance Scanning Techniques.130
e Enumeration

e Introduction to Vulnerability Assessment

Bonus Chapter: Additional References & Resources

Author

Harsh Bothra

Khanna Publishing House

4C/4344, Ansari Road, Daryaganj, New Delhi-110002
Email: contact@khannabooks.com | Tel: 011-2324 44 47 - 48 | Mobile: +91-99109 09320




KHANNABOOKS.CO

Harsh Bothra is an offensive Cyber Security expert who has been working in this domain
for about a decade. He started in this domain during high school and graduated with a
computer science and engineering degree. He published the first version of his book,
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engineering degree in Computer Science and Engineering from Amity University
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applications, APIs, Mobile applications, infrastructure, Clod, and Container security. He is
deeply interested in writing and has constantly contributed to the security community
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Learning of a Software is both easy and difficult. It depends upon what level you are
planning to learn. If you are learning only for the working use, than it is very easy. But

when you try to go deep into it, then you realist how difficult it is to master it.

Windows Vista is such a vast subject that it will take a lot of time to understand it fully.
This book has been written in mind to make you aware of the options available in the
software and how they can be used. It is like telling the child about the steps and stairs.

You are the one who is to climb the stair. This book ill just guide you how to use the

stairs.
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Abroad and having studied at IIT Delhi, he becomes automatic choice for most of the
publishers in India. Though based in Delhi, his books are popular all over India and are

even exported to Middle Ease and African countries.
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Learning of a software is both easy and difficult. It depends upon what level you planning
to learn. If you are learning only for the working use, then it is very easy. But, when you
try to go deep into it, then you realise how difficult it is to master it. Microsoft Office 2003
is such a vast subject that it will take a lot of time to understand it fully. This book has
been written in mind to make you aware of the options available in the software and how
they can be used. It is like telling the child about the steps and stairs. You are the one

who is to climb the stair. This book will just guide you how to use the stairs.
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