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Product Description

Security In Computing

This book provides a systematic study of computing security, covering digital systems,
operating systems, network, and databases, it helps readers apply security principles
across different layers to protect data and resources from both internal and external
threats. The text begins with fundamental concepts like authentication, auditing, and
least privilege, while examining modern risks such as identity theft and nation-state

adversaries.

Subsequent chapters focus on operating system security, detailing trust models, access
control, and verifiable models like Bell-Lapadula and Biba. It also explores secure kernels,
virtual machines, and the Android operation system. The network security section
addresses DNS vulnerabilities, malware, firewalls, and privacy tools like VPNs and onion

routing.

Finally, the book covers database security, including encryption, data masking, and SQL
injection detection, supported by a MySQL case study. By emphasizing defense-in-depth
and real-world relevance, this work is an essential resource for both academic learning

and professional development.
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Author

Ikvinderpal Singh
Dr. Ikvinderpal Singh is an Assistant Professor at Trai Shatabdi Guru Gobind Singh Khalsa
college Amritsar, bringing 17+ years of academic leadership and research experience to
the field of computer science. A Gold Medalist in B.Sc. IT, with an MCA (Distinction) and a
Ph.D. in Neural Networks and Image Processing, he is known for blending rigorous
research with practical innovation. A prolific academic creator, he has authored 37 books,
published 82+ research papers, and designed 100+ industry-aligned skill-development
courses. His expertise extends to doctoral evaluation, supervision, and active

participation on 100+ editorial and review boards worldwide.

Sapandeep Kaur Dhillon
Sapandeep Kaur Dhillon is an assistant professor in the department of computer science,
Guru Nanak Dev University, Amritsar, bringing 12+ years of dedicated academic

experience to the discipline. She has authored 4 books, published 10+ research papers
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across national and international journals, reflecting her steady engagement with
emerging trends in computing. Her academic interests span data structures, Compiler
Design, and Artificial Intelligence, where she integrates foundational theory with practical,

algorithmic thinking.
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