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Product Description

In an age where our lives are increasingly woven into the digital fabric-from online banking and social media to e-
governance and digital payment-the threat of cyber fraud, data breaches, and identity theft often shadows the
promise of convenience. India, with its vast and vibrant digital ecosystem, stands at the cups of a cybersecurity
revolution. Yet, for millions of households, the jargon-field world of firewalls, phishing, and two-factor authentication
remains daunting and opaque. Mission Cyber Bharat was born out of a simple conviction: cybersecurity should not be
the exclusive domain of specialists. Every citizen, regardless of age or technical background, deserves to understand
the risks and arm themselves with practical defenses. Drawing on real-world stories- from schoolchildren targeted by
“WhatsApp scholarship” scams to elderly citizens falling prey to phone-based fraud rings-this book demystifies core
concepts through relatable narratives and step-by step advice. Over the following chapters, you will journey through
the anatomy of common scams, learn how to spot and thwart them, and gain the confidence to navigate the digital
world safely. Whether you’re a student, homemaker, small-business owner, or retiree, you’ll find clear guidance,
simple checklists, and easy-to-remember “Cyber mantras” to protect yourself and your loved ones. Together, let’s
embark on this mission to make every household in Bharat a stronghold of cyber resilience.
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Author

Harsh Bothra is an offensive Cyber Security expert who has been working in this domain for about a decade. He
started in this domain during high school and graduated with a computer science and engineering degree. He
published the first version of his book, ‘Hacking: Be a Hacker with Ethics,” in 2016 and his second book in 2019. He
holds an engineering degree in Computer Science and Engineering from Amity University Rajasthan. He has worked
with different organizations in various roles, such as security consultants, senior security engineers, product security
engineers, and triage analysts. Harsh specializes in penetration testing and offensive security in domains such as
web applications, APIs, Mobile applications, infrastructure, Clod, and Container security. He is deeply interested in
writing and has constantly contributed to the security community through various blogs and articles. He is also a
seasoned speaker and has given multiple talks at various reputed security conferences. He also ran various learning
activities and challenges like Learn365, Security Explained and Security Stories.
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Set of Two Books : Hacking & Mastering Hacking

 1. Hacking is not a trick, it's an art. 2. The more you get into it, the  3. more you will gain from
it.
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Product Description

We are exponentially adapting the digital era and moving our business, daily lifestyle and activities towards the
world of internet. Digital Assets are continuously increasing, and thus, there is a massive requirement of securing
digital assets and protecting information. Especially the young generation is getting much involved in social media
and are quickly get into online frauds and scams, which sometimes leads to sever crimes and suicide. According to
the survey, a considerable amount of youth is a common heard cases are image morphing, sharing private video,
spreading adult content and blackmailing over such things. There are many companions stated about protecting
sensitive data to aware of the general public. Digital assets, Privacy, Information & Data, is also a concern of national
security. The war is of data these days, and we are hearing a massive data breaches, especially from the year 2018.
The most famous companies like facebook. UIDAI got the victim of the massive data breach. Between all this, along
with the general awareness of the security practices and protection strategies in the general public, we require to
prepare them wit better practices to learn cyber security & defence mechanism which would help them to protect
against thefts, frauds and aware other in turn Cyber Security is the art of Digital Self Defence, the more you practice,
the safer you become. This book aims towards providing the best practices and methodology in the simplified
approached, which would help both the technical and non-technical reader to learn and apply effectively. All the
methods used are for the defence purpose and didn't intend to spread unethical activities. Through this book, you
would be able to learn about the modern Penetration Testing Framework, latest tools and techniques, discovering
vulnerabilities, patching vulnerabilities, responsible disclosures and protection assets over the network. this book
tells about the uses and real-life applications of various techniques in depth, and this acts as a handbook for your
concrete step in information security.
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Author

Harsh Bothra Harsh Bothra is a Computer Science Engineer, Information Security Researcher & Ethical Hacker. He
Authored a book Titled Hacking : Be A hacker With Ethics Recommended by MHRD, AICTE & NITTTR, Harsh is a
Founder & CEO of Cyber Square info Solutions, Present Chapter Leader of OWASP Bikaner and former OWASP- Jaipur
Chapter Lead for more than two years. He has been actively training students across various reputed institutions.
Alongside, Harsh also works in developing software & web applications. Harsh has  a significant interest in exploring
various technical domains and spreading his knowledge through online & offline mediums.
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In today's time where geographical boundaries are easily covered by Internet and computers with click of a button,
there are lies risks within the ecosystem. Hacking somebody's details could lead to damages and losses. In this book
we have tried to provide a glimpse into the Technology world of the common terms and procedures used by the
hackers to intrude into the system. It is a humble effort to make students understand with help of Diagram and
Images the procedures through which the vulnerabilities are exploited. It is written in simple and lucid language to
be understood by one and all.

Khanna Publishing House
4C/4344, Ansari Road, Daryaganj, New Delhi-110002

Email: contact@khannabooks.com | Tel: 011-2324 44 47 - 48 | Mobile: + +91-99109 09320

https://khannabooks.com/product-category/computer-science-engineering/
https://khannabooks.com/product-category/emerging-technologies/


Table of Contents

PART-A. BASICS OF HACKING

Chapter 1: Introduction to Hacking.

Chapter 2: Introduction to Ports & Protocols.

Chapter 3: Virtualization & Introduction to Kali Linux.

Chapter 4: Foot-printing.

Chapter 5: Scanning.

PART-B. PERFORMING THE HACK

Chapter 6: Hacking Into System.

Chapter 7: Trojans & Backdoors.

Chapter 8: Viruses & Worms.

Chapter 9: Sniffing, Packet Analysis & Session.

Chapter 10: Social Engineering.

Chapter 11: Cryptography.

Chapter 12: Steganography.

Chapter 13: Vulnerability Assessment.

Chapter 14: Deep Web & Dark Net.

PART-C. ADVANCE HACKING

Chapter 15: Denial of Service.

Chapter 16: Web Application & Web Server Penetration Testing.

Chapter 17: Wireless Network Exploitation.

Chapter 18: Additional References.

Khanna Publishing House
4C/4344, Ansari Road, Daryaganj, New Delhi-110002

Email: contact@khannabooks.com | Tel: 011-2324 44 47 - 48 | Mobile: + +91-99109 09320



Author

Harsh Bothra is a Computer Science Engineer, Information Security Researcher & Ethical Hacker. He Authored a
book Titled Hacking : Be A hacker With Ethics Recommended by MHRD, AICTE & NITTTR, Harsh is a Founder & CEO of
Cyber Square info Solutions, Present Chapter Leader of OWASP Bikaner and former OWASP- Jaipur Chapter Lead for
more than two years. He has been actively training students across various reputed institutions. Alongside, Harsh
also works in developing software & web applications. Harsh has  a significant interest in exploring various technical
domains and spreading his knowledge through online & offline mediums.
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